Abstract-With the increasing deployment of functionally similar web services by different service providers, nonfunctional aspects, which are often referred to Quality of Service (QoS), play a vital role in ranking web services. Various users may have different priorities of QoS attributes. However, ordinary users are lacking in the ability to map their plain requirements to the obscure technical QoS metrics advertised by service providers. Moreover, the QoS information advertised by different service providers is untrustworthy due to various factors. Even after a painstaking analysis of the candidate services, users will still have a difficult time in the selection of services. To address the issue of web service selection, we propose in this paper a collaborative QoS-aware service evaluation method which is based on the Analytical Hierarchy Process (AHP) theory. In our method, QoS data of services is recorded by past users according to their usage experiences. A potential user collects QoS information of services from past users. The service with the highest benefit to cost ratio among candidate services is selected through the aggregation of the collected QoS information. Simulation results are provided to illustrate the performance of our proposal.
I. INTRODUCTION
Recent years have witnessed a rapid growth of serviceoriented enterprise applications on the web. Quality of Service (QoS) gradually begins to play an important role in describing non-functional characteristics of web services [1] . W3C stipulates that the quality of service is a kind of policy that prescribes actions and/or states of an agent and/or resource, and a service provider advertises this policy to service users [2] . With a large scale deployment of homogenous services by different service providers, users are facing a problem of how to choose the best service that meets exactly their demands. On the one hand, service providers may not offer a relatively honest or informative introduction to services they provide. In many cases, services may not deliver the promises made by service providers. Even service providers devote to provide the services; a service experience in full compliance with the specification document is almost non-existent in practice. There are many factors which affect the service experience, such as limited server resources, poor network conditions, and diversities of client environment. On the other hand, users are different in individual preferences; the so called good service is actually very difficult to have a relatively realistic and clearly defined criterion.
There are two aspects of properties concerning web services: functional property and non-functional property. Functional properties define specific behavior or functions. They formulate what a service is supposed to do. While non-functional properties specify criteria that can be used to judge the operation of a service, rather than specific behaviors. Non-functional properties are often called qualities. They describe what a service is supposed to be. Given the rapidly increasing number of functionally similar web services available on the Internet, there is a need to be able to distinguish them from the user's perspective. Among functionally equivalent web services, non-functional properties play a major role in ranking web services. Since users take much count of the quality of services, the most appropriate service which meets a user's demands should be selected by measuring QoS attributes. A number of QoS-aware service selection approaches [3] [4] [5] [6] have been proposed in the literature. Various QoS attributes have been used to describe non-functional aspects of web services. QoS is a broad concept that encompasses a number of nonfunctional properties such as price, availability, reliability, and reputation [7] . According to Std. ISO 8402 [8] and ITU E.800 [9] , QoS may involve a number of nonfunctional properties such as price, response time, availability and reputation [10] . QoS issues are analyzed from both service provider's perspective and service user's perspective in [11] ; and the QoS attributes enumerated are availability, security, response time, and throughput. Since some QoS attributes are common in diverse application domains, they are organized into two categories [12] : Domain-Independent and DomainDependent. The QoS aspects which are inherent to all services are domain-independent, while domaindependent QoS aspects are closely relied on different services. A QoS attribute can also be divided into several sub-attributes in order to reflect different evaluation criteria [13] . For instance, dependability might be dominated by availability, reliability, scalability, etc. In general, different users may have different weights on QoS properties. Thus, in the selection of web services, it is more natural that users make their own choices according to individual preferences. However, ordinary users are lacking in the ability to map their plain requirements to obscure technical metrics. But, they are able to make judgments about relative importance of the technical metrics.
In this paper, we address the problem of web service selection by bringing forward a collaborative QoS-aware service evaluation method which is based on the AHP theory. The suggested approach guarantees that the web service finally selected is the best in terms of QoS. An interested QoS attribute chosen by potential users could be divided into several sub-attributes. Different weights can be given to different QoS attributes, so do the subattributes. The weights represent a potential user's judgments of the priorities of QoS attributes. Moreover, it is scalable since arbitrary finite number of QoS attributes is feasible.
The remainder of the paper is organized as follows: Section 2 introduces the classic AHP theory. Section 3 elaborates a collaborative QoS-aware service evaluation method where QoS information is based on the ratings of other users, rather than advertised by service providers. In section 4, we evaluate our method by simulation and present an analysis of the simulation results. The last section draws the conclusions and possible future extensions for the proposed method.
II. AHP THEORY
Analytic Hierarchy Process (AHP) [14] is a multiple criteria decision-making tool developed by Thomas L. Saaty in 1970s. It has been used in almost all the applications related with decision-making. AHP is a structured technique for organizing and analyzing complex decisions based on mathematics and statistics. It establishes priority weights for alternatives by organizing objectives, criteria, and sub-criteria in a hierarchical structure [15] . The key steps involved in AHP decisionmaking process are as follows:
1. State the problem and determine the criteria that influence the decision-making.
2. Establish the problem in a hierarchy of different levels. The decision goal is placed at the top level, criteria and sub-criteria are at the intermediate levels, and a set of alternatives are at the bottom level.
3. Compare the elements in the same level and obtain pairwise comparison matrices. Calculate the maximum eigenvalue of each matrix.
4. Check the consistency of each matrix. A value of consistency ratio greater than 0.1 indicates that the pairwise comparison process has to be revised to improve consistency.
5. Normalize the values for each criterion and alternative. The alternatives at the bottom level are weighed by priorities obtained from the comparisons. The final ranking of the alternatives is obtained at the end of the weighing process.
The essence of AHP is to construct a matrix expressing the relative values of a set of criteria. For example, a relative importance can be described as very much more important, rather more important, and so on down to very much less important. Each of these judgments is assigned a value on a scale. The scale adapted from Saaty is in Table I .
It is assumed that if A is three times larger than B, then B is third as large as A. Once the pairwise comparisons are carried out for all the factors, a matrix will be obtained. Then, the maximum eigenvalue of this matrix and the corresponding eigenvector are calculated. The relative weights of the factors are represented by the eigenvector.
However, perfect consistency rarely occurs in practice. It is necessary to compute a consistency ratio (CR). The ratio of consistency index (CI) to random consistency index (RI) is known as CR, it is calculated as
The consistency index (CI) is calculated as
where max λ is the principal eigenvalue of the pairwise comparison matrix, n is the number of elements in the matrix. CI is the negative average of the other roots of characteristic polynomial of the matrix. This value is compared with the same index obtained as an average over a large number of reciprocal matrices of the same order whose entries are random [16] [17] . The random consistency index (RI) proposed by Saaty is shown in Table II [18] . When the value of CR is less than 0.1, the matrix is considered to be adequately consistent. If the value of CR is much in excess of 0.1, the pairwise judgments are just about random and untrustworthy. In this case, the pairwise comparison process has to be revised to improve consistency [19] . have focused on adopting AHP mechanism to select an appropriate web service. The candidate services are placed at the bottom of a hierarchical structure. The selection criteria, such as latency, throughput, availability, and other QoS attributes, are placed in the middle of the hierarchical structure. The top level is the decision goal. This typical structure is depicted in Fig. 1 . In existing application of AHP, a pairwise comparison matrix of candidate services is derived by users themselves. A potential user compares candidate services according to QoS information advertised by service providers together with his/her own experience. However, in practice, a potential user has not used most of the candidate services before. Comparisons based only on the information advertised by service providers will certainly lead to an untrustworthy relative ranking of candidate services. Moreover, the format and the content of QoS information vary among different service providers. The inconformity of information hinders the comparison process and its actual effectiveness.
B. A Collaborative QoS-Aware Service Evaluation Method based on AHP Theory
In general, our method divides the service selection problem into two parts:
• User preference Potential users first decide the QoS attributes they are interested in. Then, they make judgments about the relative importance of the selected QoS attributes according to their own preferences. Each of these judgments is assigned a value in Table I . The relationships among these QoS attributes are expressed using a pairwise comparison matrix. There are many ways to obtain ranking weights from a pairwise comparison matrix. Saaty demonstrated mathematically that the eigenvector solution was the best approach. The eigenvector of the matrix gives us the relative ranking of the QoS attributes. The normalized eigenvector represents the weight values which reflect user preference. The interested QoS attributes together with the associated weight values constitute the level(s) in the middle of AHP hierarchical structure. This part is the same with the classic AHP method.
• Rating aggregation Potential users compute a relative ranking of candidate services under each criterion through an aggregation of QoS data collected from other users. Other users rate a service based on their own usage experiences. The ratings usually cover several commonly concerned QoS attributes. These QoS rating data are stored locally and can be provided in response to remote queries. The ranking process computes the average ratings of each candidate service under each QoS attribute without the involvement of a pairwise comparison. In the classic AHP, each of these criteria corresponds to a pairwise comparison matrix of the alternatives. A relative ranking of the alternatives under each criterion is determined through computing the eigenvector of the corresponding matrix. While our method just normalizes the average QoS ratings under each QoS attribute to obtain a relative ranking.
To facilitate the illustration of our method, we make the following definitions.
Definition 1: A universal set S which contains all possible web services on the Internet is denoted by
Definition 2: A universal set Q which contains all possible QoS attributes of web services is denoted by { } 1 2 , , Q=  .
Definition 3:
A universal set U which contains all possible users of web services in the community is denoted by
Among the users in U , the presence of malicious users and biased users is inevitable. Thus, we introduce a reputation evaluation function ( ) R u to calculate the reputation score of an individual user k u . The calculation is carried out by a potential user. Each potential user k u has a predetermined trust threshold k α . A value of ( ) R u which is greater than or equal to k α indicates that the user u is trusted by the potential user k u . Otherwise, the potential user k u distrusts the user u . Suppose there is a distributed communication protocol that allows participants to obtain information from other users in the community. A potential user k u ′ with an empirical value of trust threshold k α ′ calculates the values of ( ) R u for users in U . If no user has a value of ( ) R u greater than or equal to k α ′ , then the original empirical value of k α ′ should be decreased in order to increase the number of trusted users.
The group of trusted users is denoted by a set t U , and , , , , , , , ,
The information given by trusted users are services together with the corresponding QoS data. 
Suppose 
On the one hand, a small number of users will lead to a loss of generality. Thus, there should be a lower bound of the number of trusted users. We denote this lower bound by ω . If the number of trusted users p is smaller than ω , then a lower trust threshold should be used with the purpose of increasing p . On the other hand, a large number of trusted users should be examined to achieve reliability. Thus, there should be a upper bound θ . If the number of trusted users p is greater than or equal to θ , then one maximum and one minimum of the ratings for service i s under QoS attribute j q should be removed.
The selection of trusted users and candidate services explained above is summarized in Algorithm 1. 
The result of * * R P × is a vector of aggregated QoS ratings of each service in u S . The calculation process guarantees that the resulting vector is normalized by nature. A detailed proof is beyond the scope of this paper. In general, the AHP provides a logical framework to determine the benefits of each alternative. Here, we formalize the result of Existing AHP-based solutions [23] [24] treat cost as an ordinary attribute. However, we hold the opinion that it deserves more consideration. Although costs could have been included, in many complex decisions, costs should be set aside until the benefits of the alternatives are evaluated.
Suppose none of the top candidate services meets a potential user's expectation in terms of cost. Then, a price-sensitive user will reject the ranking result immediately without any further consideration of the benefits. Thus, discussing costs together with benefits could bring forth emotional consequences.
To approach this problem, we suggest using the benefit to cost ratio for its simplicity. Since the prices of web services are often explicitly advertised by service providers. A vector 1 
IV. SIMULATION AND EXPERIMENTAL RESULTS

A. Experimental Environment
For the purpose of evaluating our method, we develop a P2P system which is based on Chord [25] . The chord protocol is a remarkable solution for connecting the peers of a P2P network for its simplicity and scalability. Nodes in the implemented system are randomly located on the logical ring of Chord. Each node represents a user. The QoS data of services belonged to each user is stored on the corresponding node. The structure of our system is plotted in Fig. 2 . Each user maintains two tables: a rating aggregation table to calculate QoS data collected from remote users, and a local rating table to record ratings of services used by the local user. When performing rating aggregation, a potential user calculates the reputation scores of remote users. The users that meet a trust threshold are queried by the potential user. In Fig. 2 , the trust threshold of User 2 is 68. Hence, User 8, User 17, and User 46 are queried, whereas User 30 and User 35 are not queried. The service intersection of services given by User 8, User 17, and User 46 is: s2, s6, and s10. The aggregated ratings of these three services are computed through the average method described in Section III. All the simulations are performed on HP with Inter Core2 Q9550 2.83 GHz, 4GB RAM with Debian 2.6.32-48squeeze1 (Linux version is 2.6.32-5-686) and gcc 4.3.5 (Debian 4.3.5-4).
B. Quality Criteria for Web Service
This work considers five typical criteria as the QoS attributes: availability, execution time, error rate, reputation, and cost. Each of these criteria is presented below.
• Availability It is the probability that a service is available. Its value is a ratio of the number of times a service responds to a user request to the number of total requests made by the user. It can be measured as
where <successfulRequests> is the number of times the service has been available during a measurement period, and <totalRequests> is the number of times the service has been requested during the measurement period. The range of availability is [0, 1].
• Execution Time The execution time measures the total delay time between the moment a request is sent and the moment the results are received. The expected execution time is the sum of processing time and the transmission delay. The execution time is given in milliseconds. • Error Rate It is the ratio of the number of error messages to total messages. Data packets may run in a wrong path or be damaged during the transmission. These abnormal cases will lead to error messages. In order to be able to continue using the service, error messages must be retransmitted. The range of error rate is [0, 1].
• Reputation The reputation of a service measures its trustworthiness. A user ranks a service based on his/her own experience. For instance, a ranking range of one star to five stars represent scores of [0, 20) , [20, 40) , [40, 60), [60, 80), and [80, 100], respectively. In our simulation, the rating of reputation given by users is in the range of [0, 1].
• Cost The cost is the amount of money that a user needs to pay to execute a certain service. The prices of web services are usually explicitly advertised by service providers. It is always acceptable that the cost should be as low as possible. In our simulation, the per-use cost of a service is $1-$10.
Among the above QoS attributes, the values of availability and reputation are the larger the better. The execution time, error rate, and cost are so called deceasing measures. A larger value of a decreasing measure indicates a worse case. Therefore, the values of execution time, error rate, and cost are the smaller the better. During the aggregation of QoS data, the largest component of a rating vector indicates the best one by default. Thus, the QoS data of execution time, error rate, and cost should be used in the reciprocal form. In this way, the values of five QoS attributes are within the same closed interval [0, 1].
C. Simulation Parameters
• Service We generate 2000 functionally similar services with prior QoS information. Although all the five QoS attributes considered are within the closed interval [0, 1], the ranges of the values should be further confined in order to give an approximation of reality. Table III shows the confined ranges of the five QoS attributes. Note that the execution time, error rate, and cost are used in the reciprocal form. The value of each QoS attribute is uniformly distributed over the ranges specified in Table  III. • User For simplicity, there are exactly 100 users, and each user possesses the QoS data of 30 different services. We consider two cases of distribution for the reputation score ( ) R u of each user.
1. Uniform distribution: the reputation score of each user is uniformly distributed in the interval [1, 100] .
2. Normal distribution: the reputation score of each user is normally distributed in the interval [1, 100] , mean= 50, σ = 16.67.
Recall that the prices of web services are usually explicitly advertised by service providers. Thus, the user experienced QoS data only contain availability, execution time, error rate, and reputation. The specific values are generated from the prior QoS information with certain amount of deviation.
Suppose . We assume that the degree of deviation is subject to a user's reputation score ( ) R u . Then, a utility function
is introduced to calculate the degree of deviation, where the correlation coefficient δ is in the range of (0, 1].
Hence, the value of k i j u s q x is calculated as follows:
The negative amount of deviation indicates the degree of depreciation.
D. Experimental Results and Analysis
For a given trust threshold k α , users with reputation scores greater than or equal to k α constitute the trusted users t U . The numbers of trusted users under both cases of distribution are shown in Fig. 3 The relative position between the two curves is reversed at the intersection around k α = 50.
Each simulation produces a service with the highest benefit to cost ratio as the result. The calculated benefit to cost ratio is the observed value. The corresponding prior value of the service finally selected is computed through the prior QoS data. The performance of our method is measured by the error of benefit to cost ratio between the prior value and the observed value. It is expressed in percentage terms by observedValue -priorValue Error priorValue = .
As shown in Fig. 5 , the error of benefit to cost ratio under both cases of distribution decrease with the increase of k α . The overall trends between the two curves under both distributions are opposite to that of in Fig. 3 . That is, a small k α indicates larger error under uniform distribution, while a large k α indicates larger error under normal distribution. This distinct difference is mainly due to the following reasons. In the case of normal distribution, a small k α leads to more trusted users in t U than that of uniform distribution. Since there is more QoS information to be aggregated, the overall degree of depreciation is reduced. Thus, the computed benefit to cost ratio of the service finally selected is closer to the prior value. Instead, a large k α in the case of normal distribution leads to fewer trusted users in t U than that of uniform distribution. As illustrated in Fig. 3 , the number of trusted users decreases sharply when k α is greater than 50. The less QoS information given by a small group of users may introduce more error into the final result. Consequently, the calculated benefit to cost ratio of the service finally selected is further from the prior value.
It is exiting to observe from Fig. 5 that when the trust threshold of a potential user is greater than or equal to 80, our method can give satisfactory results with an error less than 10%. In order to further study the performance of our method, we compare it with the approach proposed by Vu et al. [26] . The simulation results illustrated in Fig.  6 indicates a slightly better performance of our method. 
V. CONCLUSION AND FUTURE WORK
With the increasing need for decision making abilities in service selection, more mathematical packages should be used to facilitate the task of service selection. It is difficult to select the most appropriate service which suits a user's requirements from a pool of services. The difficulty basically roots in the following facts. Various users may have different priorities of QoS aspects. The same performance will get different scores under different priorities of QoS aspects. Moreover, the QoS information advertised by service providers is untrustworthy due to various factors. Thus, the QoS aspects of a service should be assessed through the experiences of past users. In this paper, we propose and evaluate a novel collaborative QoS-aware service evaluation method. The method employs the AHP theory; the preferences of users are mapped as criteria weights in the AHP hierarchical structure. We introduce a trust threshold to provide reputation management. The QoS information is collected from trusted users in the community. In order to further ensure the reliability of the QoS information collected, outliers are excluded through statistic analysis. The simulation results show the performance of our method through the error of benefit to cost ratio between observed values and prior values. When the trust threshold of a potential user is greater than or equal to 80, our method can give satisfactory results with the error less than 10%. However, there is room for improvement. In order to obtain QoS data from other users in the community, a dedicated distributed communication protocol is needed. Furthermore, the reliability of trusted users significantly impacts the validity of the QoS data. It is crucial to identify malicious users and biased users. Hence, a corresponding reputation evaluation scheme should be developed for the distributed communication protocol. 
